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Physical Plant 

Sensors/Actuators 

PLCs/IEDs 

Field Buses 

Device Access 

Supervision 

Enterprise 
 Applications 

•  Plant examples 
•  Why supervision/control? 

•  Instrumentation 
•  4-20 mA loop 
•  Sensors accuracy 
•  Examples (CT/VT, water, gaz, etc.) 

•  PLC 
•  SoftPLC 
•  PID  

•  Time Synchronization 
•  PPS, GPS, SNTP, PTP, etc. 

•  Traditional  - Modbus, CAN, etc. 
•  Ethernet-based - HSR, WhiteRabbit, etc.  

•  HART 
•  MMS 
•  OPC 

•  SCADA 
•  Alarm management (EEMU 191) 
•  Real-Time Databases 

•  Domain Specific Applications 
•  EMS/DMS 

•  Outage management 
•  GIS connections 

•  Reliability and Dependability 
•  Calculation 
•  Architectures  
•  Protocols 

•  Resource planning 
•  Maintenance 

•  Cyclic 
•  Condition-based 

•  Planning & Forecasting 

•  Real Time Industrial System 
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Real-Time Constraints

Levels of real-time requirements:

• meet all time constraints exactly (hard real-time) 
• meet timing constraints most of the time (soft real-time) 
• meet some timing constraints exactly and others mostly. 

• In regulation tasks, delays of the computer appear as dead times, which additionally may be 
affected by jitter (variable delay).  

• In sequential tasks, delays slow down plant operation, possibly beyond what the plant may 
tolerate.  

Definition: A real-time control system is required to produce output variables that
  respect defined time constraints. 

These constraints must be met also under certain error conditions

Marketing calls "real-time" anything "fast", "actual" or "on-line"

Effects of delays
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Real Time Systems

•  Real Time is not only required in industrial control systems, but also present in:

–  Smartphones

–  Game consoles

–  Smart TV

–  Stock trading systems

–  Etc.

•  Real time system does not only include the SW, but the whole system
–  E.g. Mechanical parts, communications, memory access, etc.
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Hard and Soft Real-Time

tA

hard real-time
(deterministic)

soft real-time
(non-deterministic)

delay

deadine

probability

tmin tmax tdl tA
delay

deadine

probability

tmin tmax tdl

unbound !

the probability of the delay to exceed an
arbitrary value is zero  
under normal operating conditions, 
including recovery from error conditions

the probability of the delay to exceed an
arbitrary value is small, but non-zero 
under normal operating conditions, 
including recovery from error conditions

bound !
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Hard and Soft Real-Time

•  Hard Real-Time System
–  A real-time system is said to be hard, if missing its deadline may cause 

catastrophic consequences on the environment under control.

•  Soft Real-Time System
–  A real-time system is called soft, if meeting the deadline is desirable for 

performance reasons, but missing its deadline does not cause serious damage to 
the environment and does not jeopardize correct system behavior.
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Reaction Time

100 µs: resolution of clock for a high-speed vehicle (1m at 360 km/h ) 

100 µs: resolution of events in an electrical grid

1,6 ms: sampling rate for protection algorithms in a substation

20 ms: time to close or open a high current breaker

200 ms: acceptable reaction to an operator's command (hard-wire feel)

10 ms: resolution of events in the processing industry

1 s: acceptable refresh rate for the data on the operator's screen

3 s: acceptable set-up time for a new picture on the operator's screen 

10 s: acceptable recovery time in case of breakdown of the supervisory computer

1 min: general query for refreshing the process data base in case of major crash 

10 µs: positioning of cylinder in offset printing (0,1 mm at 20 m/s) 

46 µs: sensor synchronization in bus-bar protection for substations (1º @ 60Hz) 
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Cycle Times for Control Applications

10 µs: Precision motion control (e.g medical applications)

100 µs: Motion control (e.g. robotics)

10 ms: Low speed sensors (e.g. temperature sensor)

1 ms: Drive control system

100 ns: Electronic ranging (power interlock, beam control)

1 µs: High speed control
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Processing Time

0,1 µs: addition of two variables in a programmable logic controller

1 µs: execution of an iteration step for a PID control algorithm. 

30 µs: back- and forth delay in a 3'000 m long communication line. 

160 µs: send a request and receive an immediate answer in a field bus

100 µs: task switch in a real-time kernel

40 µs: coroutine (thread) switch within a process

200 µs: access an object in a fast process database (in RAM)

1 ms: execution of a basic communication function between tasks 

2 ms: sending a datagram through a local area network (without arbitration) 

16 ms: cycle time of a field bus (refresh rate for periodic data)

60 ms: cycle time of the communication task in a programmable logic controller. 

120 ms: execution of a remote procedure call (DCOM, CORBA).
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Illustration of Real-Time Needs

The operator keep one hand on the “rotate” button while he washes with the other.  
If the towel gets caught, he releases the button and expects the cylinder to stop in 1/2 second ... 

Emergency
stop
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Signal Path From Emergency Button to the Motor

tower 
control

emergency 
button

IBS (2 ms, 500 kb/s)

IBS-M

BA DIO MCU LBA

Display Lokalbus

IBS-S

IO

loop

BA AIO MCU LBA

IO IO IO

IO IO IO IO

Main controller
(processing every 30 ms)

processing every 40 ms section
control

section bus (1.5 Mbit/s, 32 ms)

tower bus 
(1.5 Mbit/s, 32 ms)

Motor control

Safety
controller

SERCOS
ring
(4 ms)

Total delay path: 2 + 30 + 32 + 40 + 32 + 40 + 4 = 180 ms !   

processing every 40 msIBS (2 ms, 500 kb/s)
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Delay Path and Reaction Time

•  Most safety systems operate negatively: 
–  lack of “ok” signal (life-sign toggle) triggers emergency shutdown

•  The motor control expects that the information “emergency button not pressed” is
–  refreshed every 3 x 180 = 540 ms to deal with two successive transmission errors,
–  otherwise it brakes the motors to standstill.  

•  Excessive signal delay causes false alarms -> affects availability of the plant
–  (client won’t accept more than 1-2 emergency shutdown due to false alarm per year)

•  Therefore, control of signal delays is important:
–  for safety
–  for availability
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Determinism and Transmission Failure

bus
master

Individual period time [ms]

1 2 3 4 5 6

Individual period

1 2 3 4 5 6 1 2 3 4 5 6

response time

probability

no more data expected after TCD
contingency deadline, e.g. emergency shutdown

(heaps are exaggerated)

1 2 3 4 5 6

Example: probability of data loss per period = 0.001, 
  probability of not meeting TCD after three trials = 10-9, 
  same order of magnitude as hardware errors -> emergency action is justified.

TCD
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Deterministic System

•  A deterministic system will react within bound delay under all conditions.
–  A deterministic system can be defeated by external causes (failure of a device, severing of communication 

line), but this is considered as an accepted exceptional situation for which reaction is foreseen.  

•  Determinism implies previous reservation of all resources (bus, memory space,...)
–  needed to complete the task timely. 

•  All elements of the chain from the sensor to the actor must be deterministic for the whole to behave 
deterministically.

•  Non-deterministic components may be used, provided they are properly encapsulated, so their non-
determinism does not appear anymore to their user.

•  Examples: 
–  queues may be used provided: 

a high-level algorithm observed by all producers ensures that the queues never 
contains more than N items.

–  Interrupts may be used provided:  
the interrupt handler is so short that it may not cause the interrupted task to miss its  
deadline, the frequency of interrupts being bound by other rules (e.g. a task has to 

poll the interrupts)
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Communication By Traffic Memory

Applications communicate through the communication stack, as if they were on different nodes, 
but faster, since communication is through a shared memory.
Condition for traffic memory communication: “pseudo-continuous operation”

R4

Traffic 
Memory

Periodic Tasks

R3R2R1

Message Data
(unicast)

Process Data
(Broadcast)

E3E2E1

Event-driven Tasks

Supervisory
Data

bus controller

Message ServicesVariables Services

Queues
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Deterministic Control System

Control network does not depend on raw speed, but on response time. 

Control loops need timely transmission of all critical variables to all sink applications. 

If an application sends one variable in 7 ms to another application, transmission of all 
variables may require n x 7 ms (except if several variables are packed in one message).
 
If several applications are interested in a variable, the number of transfer increases, 
except if transmission is (unacknowledged) broadcast.

Smooth execution of control algorithms require that data are never obsolete by 
more than a certain amount.

For real-time systems, small and well-understood kernels are used:
VRTX, VxWorks, RTOS, QNX, etc....

The tasks in these systems normally operate cyclically, but leave room for event 
processing when idle - the cyclic task must always be able to resume on time. 

Determinism is closely related to the principle of cyclic operation
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Non-deterministic systems

Computers and communication may introduce non-deterministic delays,  
due to internal and external causes:
- response to asynchronous events from the outside world (interrupts)
- access to shared resources: computing power, memory, network driver,...
- use of devices with non-deterministic behavior (hard-disk sector position)

Non-determinism is especially caused by:

•  Operating system with preemptive scheduling (UNIX, Windows,..) or virtual memory 
(in addition, their scheduling algorithm is not parametrizable)

•  Programming languages with garbage collection (Java, C#, ...)
•  Communication systems using a shared medium with collision (Ethernet)
•  Queues for access to the network (ports, sockets)

A non-deterministic system can fail to meet its deadline because of internal
causes (congestion, waiting on resource), without any external cause. 

Non-determinism is closely related to on-demand (event-driven) operation
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data

Failures in Ethernet - Style transmission

1 2 3 4 5 6

Probability of transmission failure due to collision: e.g. 1%  (generous)
(Note: data loss due to collision is much higher than due to noise !)

With no collision detection, retransmission is triggered by not receiving acknowledgement
of remote party within a time Trto (reply time-out).

This time must be larger than the double queue length at the sender and at the receiver,
taking into account bus traffic. Order of magnitude: 100 ms.

The probability of missing three Trto in series is G3 times larger than a cyclic system
with a period of 100 ms, G being the ratio of failures caused by noise to and failures caused 
by collisions (here: 1% vs. 0.1% -> 106 more emergency stops). 

multi-master bus
with CSMA

time [ms]

1 61 data 6 ack 2 4 6ack

retry time-out retry time-out

(will not come)

data

lost
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Deterministic Task Scheduling

Suppose that the controller executes three cyclic tasks,  
Task1: every 10 ms and taking 5 ms 
Task2: every 20 ms and taking 4 ms 
Task3: every 40 ms and taking 4 ms 
 
There exist a deterministic schedule: 

time
10 ms

40 ms period

1 1 1 12 23 1 2

Would a deterministic schedule be possible with periods of 10ms, 30 ms and 50 ms ? 
 
No, because every 150 ms (least common multiple), all tasks should be executed  
in the same 10 ms interval. 
 
Relaxing timing does not provide determinism, correct scheduling using power of 2 multiples does.  
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Determinism = preallocation of ressources: task scheduling

CPU time 

memory 

Of course, memory and CPU time is underutilized (over reservation).  
This is the price to pay for determinism.  
    Tasks may only communicate in a non-blocking fashion.    
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Implication on Task-to-Task Communication

Task-to-task communication may not be blocking. 
No semaphores, locked data structures, rendezvous,… may be used. 
 
The maximum execution time of each task, txi, must be fixed. 
The period of each task is tpi.  
 
The condition (but not sufficient) for execution to be possible is: 
 

  
  Σ 

  

txi 

tpi 

< N  (with N < 1)
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Task Scheduling - Definitions

•  A Schedule is an assignment of tasks to the processor(s) such that each task is executed 
until completion.

•  A pre-emptive schedule is a schedule in which the running task can be arbitrarily 
suspended at any time, to assign the processor to another task according to a pre-defined 
scheduling policy.

•  Arrival time is the time at which a task becomes ready for execution

•  Computation time is the time needed by the processor to execute the task without 
interruption

•  Deadline is the time at which the task should be completed

•  Start time and End time are the time at which the task starts and ends its execution 
respectively

•  Lateness is the delay of the task between its end time and deadline (lateness in negative if 
the task is completed before its deadline)

•  Laxity or Slack Time  is the maximum time a task can be delayed on its activation to be 
completed within its deadline

•  Periodic Task is an infinite sequence of identical activities that are regularly activated at a 
constant rate.
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Task Scheduling Definitions - Example

Suppose that the controller executes three cyclic tasks,  
Task1: every 10 ms and taking 5 ms 
Task2: every 20 ms and taking 4 ms 
Task3: every 40 ms and taking 4 ms 
 

time
10 ms

40 ms period

1 1 1 12 23 1 2

Arrival time

Computation Time

Deadlines
Lateness of T1 < 0 Laxity of T2
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Classes of Scheduling Algorithms

•  Preemptive Algorithms
–  The running task can be interrupted at any time to assign the processor to another 

active tasks according to a pre-defined scheduling policy

•  Non-preemptive Algorithms
–  A task, once started, is executed by the processor until its completion

•  Static Algorithms
–  Scheduling decisions are based on fixed parameters assigned to tasks before 

their activation

•  Dynamic Algorithms
–  Scheduling decisions are based on dynamic parameters that may change during 

system execution



8 – Real Time Control Systems25Industrial Automation

Aperiodic and Periodic Tasks Scheduling

•  Examples for aperiodic tasks
–  Earliest Deadline Due (EDD)
–  Earliest Deadline First (EDF)

•  Examples for periodic tasks with static priority
–  Rate Monotonic (RM)
–  Deadline Monotonic (DM)

•  Examples for periodic tasks with dynamic priority
–  Earliest Deadline First
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Rate Monotonic Scheduling

•  A preemptive method where the priority of the process determines whether it continues to 
run or is disrupted (most important process first)

•  On-line scheduler (does not pre-compute the schedule)

•  Preemptive

•  Priority based with static priorities

•  Tasks are assigned priorities dependent on length of period, the shorter it is, the higher the 
priority (or the higher the rate, the higher the priority). Tasks with higher priority interrupt 
tasks with lower priorities

•  RM is the optimal fixed priority scheduling
–  If a task set can not be scheduled using RM, it can not be scheduled using fixed-

priority algorithm

•  Main limitations of fixed priority algorithm is that the CPU can not be always fully utilized
–  Tend to be 70%, exactly ln(2), when the number of tasks increases
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Deadline Monotonic Algorithm

•   Fixed-priority

•   Uses relative deadlines: the shorter the relative deadline, the higher the priority. Tasks with 
higher priority interrupt tasks with lower priority

•   RM and DM are identical if the relative deadline is proportional to its period

•  Otherwise DM performs better in the sense that it can sometimes produce a feasible 
schedule when RM fails, while RM always fails when DM fails
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A Simple Algorithm for Scheduling

1) Assume that the schedule uses a basic period and subcycles that are a power of 2 
(1 ms, 2 ms, 4 ms, 16 ms,…..) and each tasks has its Tpi & Txi defined.

2) verify that the scheduling  is possible.

3) Order the tasks in the order of the highest load (Txi/Tpi)

4) Assign the tasks with the highest load to consecutive slots of the base period and  fill the slots.

5) If a slot is full, go to the next one.   

4) Repeat until all tasks are assigned
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Example of CPU Load for a Deterministic Schedule

Txi  0.1  0.5  0.5 
Tpi  1  2  4 
Offset  0  0  1 

Txi  0.1  0.5  0.5 
Tpi  1  3  4 

0.2 0.4 0.6 0.8 1.0 1.2 time load 

power of two multiple 

no power of two multiple 
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Exampl AFDX: Airbus flight system (taken from AFDX Tutorial, Condor Engineering)

The objective is to ensure that an errant Avionics 
subsystem running in one partition will not affect 
subsystems running in other partitions.

“This isolation is achieved by restricting the address 
space of each partition” 
(previous memory allocation)
“and by placing limits on the amount of CPU time allotted 
to each partition”
(previous time allocation)

Just as partitions isolate Avionics subsystems from one 
another, a similar mechanism isolates individual virtual 
links on the network, to prevent the traffic on one virtual 
link from interfering with traffic on other virtual links 
using the same physical link. 
This is done by limiting the rate at which Ethernet 
frames can be transmitted on a virtual link and by 
limiting the size of the Ethernet frames that can be 
transmitted on a virtual link.
(previous bandwidth allocation)
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Example AFDX: Airbus „Sampling“ and „Queueing“ ports

A sampling port has buffer storage for a single
message; arriving messages overwrite the message 
currently stored in the buffer. 
Reading a message from a sampling port does not 
remove the message from the buffer, and therefore it can 
be read repeatedly. 
Each sampling port must provide an indication of the 
freshness of the message contained in the port buffer. 
Without this indication, it would be impossible to tell 
whether the transmitting Avionics subsystem has stopped 
transmitting or is repeatedly sending the same message.

A queuing port has sufficient storage for a fixed 
number of messages (a configuration parameter), 
and new messages are appended to the queue.
Reading from a queuing port removes the message 
from the queue (FIFO).
(non-deterministic transmission because of possible 
buffer overflow)
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Case study: Analysis of the response of an event-driven control system

6050403020100
0

100

200

300

400

ev
en

ts
 /

s
analog data
(dead zone = 0.5%)

binary data (sampled @ 0.5s)

Typical stress situation: 
loss of power

Binary variables: event is a change of state
Analog variables: event is a change of value by more than 0.5 %

time [s]



8 – Real Time Control Systems33Industrial Automation

Solution 1: PLC attach to plant through Field Bus

Field Busses
60 µs/16bit
= 16'666 data /s

Ethernet
12'500 events/s
@ 10% load

Up to 40
Operator
Workstation
1000 events/s
each

up to 6 PLC
300 events/s
each

OWS

ETH

OWS

ETH

OWS

ETH

OWS

ETH

OWS

ETH

OWS

ETH

PLC
ETH

VIF

PLC
ETH

VIF

PLC
ETH

VIF

PLC
ETH

VIF

PLC
ETH

VIF

PLC
ETH

VIF

MAIN

Analog inputs: 2200 @ 1s, 300 @ 0.1 s = 5200 /s

Ai: 1181 & Di: 1740 & Diz: 606

Binary inputs: 2700 @ 1s, 300 @ 0.1 s = 5700 /s
Binary stamped inputs: 1000 @ 1s, 400 @ 0.1 s = 5000 /s

Total : 15'900 samples/s

AUX Ai: 186 & Di: 295 & Diz: 483

plant



8 – Real Time Control Systems34Industrial Automation

Solution 2: OWS access Field Bus and PLCs directly

field bus
60 µs/16bit

= 16'666 data /s

duplicated
Ethernet
12500 events/s
@ 10% load)

Operator
Workstation
1000 events/s
each OWS

VIFsETH VIFsETH VIFsETH VIFsETH VIFsETH

4 kV

OWS OWS OWS OWS

PLC
ETH

VIF VIF
PLC
ETH

VIF VIF
PLC
ETH

VIF VIF
PLC
ETH

VIF VIF

VIFsETH

OWS

plant
MAIN AUX
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Event Processing: delay until a changed variable is displayed

543210
0.0

0.2

0.4

0.6

0.8

1.0

delay (s)
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 o
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ur
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nc
e

t1 t2

The analysis of the delay distribution in all possible cases requires a 
complete knowledge of the plant and of the events which affect the plant. 

It is not only event transmission which takes time, but also further processing
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What is the worst-case condition ?

Since events are spread evenly over the DDS,  no queue builds up as long as 
the event rate does not pass 286 per second

Every second, 15'900 variables are sampled, but most of them do not change 
and do not give rise to an event.
.  

Worst case situation: loss of secondary  power. 

6050403020100
0

100

200

300

400

ev
en

ts
 /

s

time [s]

analog data
(dead zone = 
0.5%)

binary data (sampled @ 0.5s)

 2500 binary events occur in the first second, but few in the following seconds. 
With automatic reconnection, a second peak can occur. 
The analog avalanche causes about 100 changes in the first 2 seconds and 40 
in the following 40 seconds:

binary and analog
avalanches:
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Where is the bottleneck ?

Even in the worst case, the communication load over the Ethernet does not 
present a problem, since the production of events by the devices cannot 
exceed 1/15 ms, representing 0,33 % of the Ethernet's bandwidth.

It can take up to 7 s until the avalanche is absorbed, i.e. until the operator has access 
to any particular variable.  

1s 2s 3s 4s 5s 6s 7s time [s]

7011089 656 228

1000

500

events

1388 571

572

286 276

1500

286

1701

The bottleneck was not the Ethernet capacity as was assumed, 
but the insufficient processing power of the operator workstations....
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Conclusions

Any non-deterministic delay in the path requires performance analysis to prove that it
would work with a certain probability under realistic stress conditions.

Determinism is a basic property required of a critical control and protection system.
A non-deterministic system is a "fair-weather" solution.

A deterministic control system guarantees that all critical data are delivered 
within a fixed interval of time, or not at all.

One can prove correctness of a deterministic system,
but one cannot prove that a non-deterministic system is correct.

The whole path from application to application (production, transmission and processing) 
must be deterministic, it is not sufficient that e.g. the medium access be deterministic.

A deterministic system operates in normal time under worst-case conditions - 
this implies that resources seem wasted.

•

•

•

•

•

•
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Always consider the whole system....


